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Introduction 

The purpose of this Guidance on Preparing & Submitting High Quality Suspicious Activity 

Reports (SARs) is to inform and sensitize reporting entities to the importance of preparing and 

submitting high quality SARs to the Financial Reporting Authority (FRA). 

The information presented in this Guidance should be read in conjunction with published 

guidance and instructions provided by competent authorities and domestic supervisory bodies.  

The information provided in a SAR is invaluable. The information is useful to the FRA’s 

development of critical intelligence that can assist law enforcement in domestic and 

international money laundering and terrorist financing investigations and other criminal cases. 

SARs also enable the FRA to develop typologies as it relates to AML/CFT matters in both the 

regulated and unregulated sectors.  

Some SAR filings can result in immediate action being taken to stop criminal activity, leading to 

arrests and successful prosecutions. Other SARs can provide useful information such as aliases, 

bank account details and information regarding other previously unknown assets that can assist 

in ongoing investigations, or provide information that can initiate new investigations.  

SARs can also provide an understanding of the threats against the jurisdiction by identifying 

trends, patterns and changes in the types of crimes being perpetrated, as well the 

vulnerabilities of certain legal persons, arrangements, sectors, products and services for misuse 

and abuse by domestic and international criminal elements.  From this, alerts and industry 

advisories can be prepared and disseminated. 

In some instances, the FRA receives multiple SARs on the same subject(s). Development of the 

information provided in these SARs can identify new subjects, provide the “missing link”, and 

ultimately lead to the successful prosecution of criminals and recovery of assets. 
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Legal Framework  

The Cayman Islands’ anti-money laundering, countering terrorist financing and countering 

proliferation financing legal framework consists of primary and secondary legislation, as well as 

guidance, developed in accordance with the Financial Action Task Force’s international 

standards. These are: 

I. Proceeds of Crime Law 

II. Terrorism Law 

III. Proliferation Financing (Prohibition) Law 

IV. Relevant Overseas Orders in Council relating to sanctions regimes 

V. Anti-Corruption Law 

VI. Misuse of Drugs Law 

VII. Anti-Money Laundering Regulations 

VIII. Cayman Islands Monetary Authority’s (CIMA) Guidance Notes on the Prevention and 

Detection of Money Laundering and Terrorist Financing in the Cayman Islands 

IX. Department of Commerce and Investment’s (DCI) Guidance Notes for Real Estate, 

Property Developers and Dealers in Precious Metals and Stones for the Prevention and 

Detection of Money Laundering and the Financing of Terrorism and Guidance Notes on 

Counter Proliferation Financing 

X. Cayman Islands Institute of Professional Accountant’s (CIIPA) Guidance for the 

Accountancy Profession on Anti-Money Laundering and Counter Terrorist Financing 

XI. Cayman Attorneys Regulation Authority’s (CARA) Guidance for the Legal Sector: AML / 

CFT / CPF / TFS 

XII. Financial Reporting Authority’s Financial Sanctions Guidance and Guidance on 

Identifying Proliferation Financing 

 

 

 

 

 

 

 

 

 

 

 

https://www.cima.ky/upimages/commonfiles/ProceedsofCrimeLaw2020Revision_1579813183.pdf
https://www.cima.ky/upimages/commonfiles/TerrorismLaw2018Revision_1524077980.PDF
https://www.cima.ky/upimages/commonfiles/ProliferationFinancingProhibitionLaw2017Revision_1559849263.PDF
http://www.gov.ky/portal/pls/portal/docs/1/12754600.PDF
http://www.gov.ky/portal/pls/portal/docs/1/12420374.PDF
https://www.cima.ky/upimages/commonfiles/1580219233Anti-MoneyLaunderingRegulations2020Revision_1580219233.pdf
https://www.cima.ky/guidance-notes
https://www.cima.ky/guidance-notes
http://www.dci.gov.ky/powerpanel/laravel-filemanager/files/1/5d7f213119c7a.pdf
http://www.dci.gov.ky/powerpanel/laravel-filemanager/files/1/5d7f213119c7a.pdf
http://www.dci.gov.ky/powerpanel/laravel-filemanager/files/1/5d7f213119c7a.pdf
http://www.dci.gov.ky/powerpanel/laravel-filemanager/files/6/5e31db23c432b.pdf
http://www.dci.gov.ky/powerpanel/laravel-filemanager/files/6/5e31db23c432b.pdf
https://www.ciipa.ky/resources/Documents/AML%20and%20CFT/HS-AMLCFT-30_Oct2019-v2.pdf
https://www.ciipa.ky/resources/Documents/AML%20and%20CFT/HS-AMLCFT-30_Oct2019-v2.pdf
https://www.cilpa.ky/documents/2020-01-31-13-16-32-CARA-Guidance-Notes-Version-2--January-2020--FINAL.pdf
https://www.cilpa.ky/documents/2020-01-31-13-16-32-CARA-Guidance-Notes-Version-2--January-2020--FINAL.pdf
http://fra.gov.ky/app/webroot/files/2020-02-21%20FRA%20Financial%20Santions%20Guidance.pdf
http://fra.gov.ky/app/webroot/files/Identifying%20Proliferation%20Financing%20-%20February%2021%202020.pdf
http://fra.gov.ky/app/webroot/files/Identifying%20Proliferation%20Financing%20-%20February%2021%202020.pdf
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Suspicious Activity Reporting 

Who is required to file a SAR in the Cayman Islands? 

Section 136 of the Proceeds of Crime Law (POCL) obligates any person who ‘knows or suspects 

or has reasonable grounds for knowing or suspecting that another person is engaged in criminal 

conduct, where the information or other matter on which his knowledge is based, or which gives 

reasonable grounds for such knowledge or suspicion, came to him in the course of a business in 

the regulated sector or other trade, profession, business or employment’, to submit the required 

report to a nominated officer, or the FRA, as soon as is practicable after the information or 

other matter comes to that person.  

Section 137 of POCL obligates any nominated officer who ‘knows or suspects or has reasonable 

grounds for knowing or suspecting that another person is engaged in criminal conduct, where 

the information or other matter on which that person’s knowledge is based, or which gives 

reasonable grounds for such knowledge or suspicion, came to that person in the course of 

business in the regulated sector or in consequence of a disclosure made under section 136’, to 

submit the required disclosure to the FRA as soon as is practicable after the information or 

other matter comes to that person.  A nominated officer means a person nominated by the 

business concerned for the purpose of receiving reports relating to criminal conduct. 

These provisions mandate that the FRA receive information related to actual criminal activity or 

conduct and suspected criminal activity or conduct. Where actual crimes have occurred, a 

report should also be made to the relevant law enforcement agency such as the Royal Cayman 

Islands Police Service. 

Where a reporting person is a supervised entity, the Anti-Money Laundering Regulations 

require the appointment of a Money Laundering Reporting Officer (MLRO) and Deputy Money 

Laundering Reporting Officer (DMLRO) to make relevant disclosures to the FRA on its behalf. 

Regulated businesses should formally notify the FRA of the identities of these persons, or 

where any changes have been made to these roles. 

 ‘Reasonable grounds for suspecting’ is usually interpreted as an objective test that considers 

whether there were circumstances from which an honest and reasonable person would have 

formed a suspicion. 

A ‘required disclosure’ may include a SAR and supporting documentation submitted to the FRA, 

as well as any information that is provided upon request by the FRA.  

Failure to file a SAR is a criminal offence in the Cayman Islands. 
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How can I file a SAR? 

The FRA currently accepts SARs through the following means: 

1. Physical delivery (e.g. hand delivery, post or courier) to our office address: 4th Floor, 

Government Administration Building, 133 Elgin Avenue, George Town, Grand Cayman, 

Cayman Islands; 

2. Facsimile sent to the number 1-345-945-6268; and 

3. Via encrypted email. 

The SAR Form is available for download here: http://fra.gov.ky/contents/page/4 

How does the FRA use SARs? 

The FRA’s primary function as a financial intelligence unit (FIU) is to receive, request, analyse 

and disseminate the information provided in SAR filings. As part of its analysis process, the FRA 

extracts and develops the information provided to produce operational and strategic 

intelligence for a variety of end users including domestic supervisors and law enforcement, as 

well as overseas FIUs. 

Confidentiality of SARs 

Where a person discloses information to the FRA ‘concerning proceeds of criminal conduct, 

suspected proceeds of criminal conduct, money laundering, suspected money laundering, 

terrorism or the financing of terrorism’, such a disclosure does not constitute a breach of any 

confidentiality provisions by enactment or otherwise. In addition, the disclosure does not give 

rise to any criminal or civil liability (Section 9 of POCL).  

Moreover, employees and agents of the FRA are prohibited from disclosing information 

received in a SAR or otherwise, except so far as it is required or permitted under the POCL or any 

other law or by an order of the Grand Court of the Cayman Islands (Section 10 of POCL). 

Tipping Off 

Reporting persons should be mindful of the offence of ‘tipping off’ as set out in Section 139 of 

POCL. Where a reporting entity discloses or indicates that a disclosure will be made as required 

by POCL in accordance with its information sharing obligations under a financial group’s group-

wide AML/CFT programme, this does not constitute ‘tipping off’. However, should any person in 

the group make a subsequent disclosure that prejudices any investigation (whether or not the 

investigation is conducted), this subsequent disclosure constitutes ‘tipping off’. The reporting 

entity should therefore exercise caution and satisfy itself that any recipient of information in its 

financial group has taken the necessary steps to safeguard that information. 

http://fra.gov.ky/contents/page/4
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Completing the SAR Form 

A SAR filer should provide comprehensive information in the prescribed SAR Form, including 

the identity or identities of the person or persons who may be engaged in criminal conduct, the 

reason (s) for suspicion, the location of the property that is connected to the criminal conduct, 

and any other useful information that may be known to the SAR filer (Section 136 (1) (d) of 

POCL). Details such as locations of bank accounts and/or other assets and instruments that may 

have been used to receive or send suspected proceeds of crime are crucial in the FRA’s analysis 

and development of actionable intelligence.   

The SAR form is dual purpose in that it can be used to report suspicious transactions, as well as 

suspicious or unusual behavior or activity that a reporting entity may be unable to quantify (e.g. 

declined business, unsolicited inquiries, adverse media etc.).  

Section 1 of the SAR Form: provide details of the person filing the SAR, including full legal name 

of the entity, and the name and contact details for the SAR filer / MLRO. There are some cases 

where similar information will be reported by persons in the same group structure, or other 

service providers. A SAR Form should be completed by each person filing a SAR. 

Sections 2 and 3 of the SAR Form:  provide specific subject information. Complete a separate 

sheet as necessary for each subject of the report. All information required to complete these 

fields should be provided where it is known to assist in identifying suspects and/or discounting 

potential matches.  If certain information is not known at the time of the SAR filing, an 

appropriate comment or the word ‘Unknown’ should be entered.  

 For Natural Persons: 

o Full legal name and any aliases. 

o Place and date of birth (dd/mm/yyyy format). 

o Addresses used by the subject including primary residential addresses and post 

office box addresses. 

o Telephone numbers, fax number and email addresses 

o All identification numbers associated with a subject such as passport number, 

national identification number and driver’s license number. 

 For Legal Persons or Arrangements 

o Full legal name and any names used for trading purposes 

o Place and date formation or registration (dd/mm/yyyy format). 

o Addresses used by the subject including registered office address and business 

addresses. 

o Telephone numbers, fax number and email addresses 
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o All identification numbers associated with a subject such as the entity 

registration number. 

o Identities of the director(s), settlor, partner(s), shareholder(s) and ultimate 

beneficial owner(s). Where any of these are natural person, provide the 

identification details as outlined above.  

Section 4 of the SAR Form: provide complete details of all other financial institutions or service 

providers involved (local and foreign), including their name, address, services offered and 

account details.  

Developing the SAR Narrative 

Section 5 of the SAR Form: Identify the five essential elements of information – Who? What? 

When? Where? and Why? – in relation to the suspicious activity being reported. The method of 

operation (i.e. How?) is also important and the reporting entity should answer this question as 

thoroughly as possible. 

Who is involved in or conducting the suspicious activity? 

In addition to the information provided in Sections 2 through 4, Section 5 should be used to 

provide additional information regarding the subject(s), such employment background, current 

occupation, nature of business operations (where subject is a legal person), relationship 

between the subject (s) and the reporting entity, length of the business relationship etc. Where 

information is reported on multiple subjects, details of all known relationships that the 

reporting entity has with the subjects should be disclosed.  

The FRA recognizes that in some situations, it is not possible to provide detailed information 

regarding one or more subjects (for e.g. where a subject does not hold an account with the 

reporting entity). However, reporting entities are encouraged to furnish as much information as 

possible.   

The reporting entity should adequately explain the extent to which a subject is involved.  

What instruments or mechanisms are being used to facilitate the suspicious transaction(s)? 

The reporting entity should clearly identify the methods by which the suspicious activity is 

being conducted. This includes the use of wire transfers, negotiable instruments, investments in 

bonds, stocks, mutual funds, structuring, purchase of insurance products, credit/debit cards, 

prepaid cards, cash deposits and/or withdrawals and virtual assets. This list is not meant to be 

exhaustive, and it is understood that combinations of the aforementioned methods may be 

utilized.  
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Consideration should also be given to stating how the subject uses the services offered by the 

reporting entity to facilitate the flow of funds such as through the internet (e.g. email 

correspondence, online banking access etc.), phone access, physical mail, and through the use 

of intermediaries (e.g. lawyers, relationship managers, investment managers etc.) 

The SAR filer should provide a summary regarding the movement of funds. This summary 

should clearly identify: 

i. Source of funds; 

ii. Source of wealth; 

iii. All account numbers at the reporting institution that are affected by the suspicious 

activity; and 

iv. Accounts at other institutions that the reporting entity has identified as having 

interacted with the account(s) associated with the suspicious activity. This 

information can be gathered by reviewing the subject’s bank account activity, wire 

transfer records and other transfer or deposit activity. 

When did the suspicious activity occur? 

In some instances, the reporting entity may identify that suspicious activity has occurred over a 

period of time. The SAR filer should provide the date it first noticed the suspicious activity, as 

well as the period of time over which suspicious activity has been observed. Individual dates 

and amounts of transactions should be included to better track the flow of funds. 

Where did the suspicious activity occur? 

The reporting entity should clearly state whether a subject has used multiple branches, 

locations or offices to conduct suspicious activity. For example, a subject may use multiple 

locations of a money remitter to circumvent reporting requirements and make detection more 

difficult. 

In other cases, the suspicious activity may involve a foreign jurisdiction, as well as other 

domestic and foreign financial institutions. Details of the jurisdiction, local and foreign financial 

institutions and any cross border movement of funds should be provided. 

Why does the SAR filer think that the activity is suspicious? 

The SAR filer should clearly explain the rationale for filing the SAR. Consideration should be 

given to providing a description of the industry or business that the reporting entity is involved 

in (e.g. depository, trust and corporate services, money services business etc.). The SAR filer 

should then explain as thoroughly as possible, why the activity or the transaction(s) is unusual 
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or suspicious for the customer. References can be made to normal expected activity of similar 

customers and the types of products and services offered by the reporting entity and other 

participants in that industry or business sector.  

How did the suspicious activity occur? 

The SAR filer should describe the “modus operandi” or the method of operation of the subject 

conducting the suspicious activity. Describe how the suspicious transaction or pattern of 

transactions was committed. To the extent possible, provide a complete picture of the 

suspicious activity involved. 
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Structuring the SAR Narrative 

After the SAR filer has carefully considered the information that should be provided in the SAR 

Form, the SAR Narrative should be presented in a clear, concise and chronological manner. All 

elements of the five W’s (Who? What? When? Where? and Why?) and the How? should be 

adequately addressed in the narrative, as well as any other pertinent information that can 

assist law enforcement. 

The FRA recommends that the SAR filer use paragraphs to separate the narrative into an 

introduction, a body and a conclusion. 

Introduction: 

The introductory paragraph can be used to provide the following: 

1. The reason for filing the SAR and a description of the circumstances surrounding the 

suspicious activity that has been observed. 

2. The date and reference numbers (assigned by the FRA) of any previous SARs filed on the 

subject, or the connection to any other SARs filed where a link was not previously 

detected by the reporting entity. 

3. A summary of the indicators and suspicious patterns of transactions or activity that 

triggered the SAR filing. Alternatively, this may be included in the concluding paragraph. 

Body: 

The paragraph (s) following the introductory paragraph can be used to provide all of the 

relevant details supporting the reason why the SAR filing is being made, such as: 

1. All facts and information that the reporting entity is aware of regarding the subject(s) 

that were involved in the suspicious activity or that facilitated the suspicious financial 

transaction(s). The SAR filer is permitted to include any observations or logical 

deductions that have been made surrounding the suspicious activity. For example, 

discrepancies or inconsistencies noted in statements made by the subject (s), 

inconsistencies in documentation provided, financial account appears to be used as 

“pass-through” account (indicative of the layering stage of money laundering), lack of 

economic rationale for financial transactions, financial flows not consistent with the 

expected activity level etc. 

 

2. Where the suspicion being reported relates to financial activity, a detailed description of 

all accounts and transactions involved should be provided. The reporting entity should 

adequately explain why any transactions that have been identified have been deemed 
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to be suspicious. For e.g., if observed financial activity deviates from the normal or 

expected activity level for the customer, an explanation should be provided as to how 

the activity differs.   

 

Information regarding the origination, application and destination of funds should be 

provided where known. Transactions should be listed in chronological order, along with 

the amount (currency should be clearly identified). Transactions can be further broken 

down into debit and credits.  

 

Moreover, details including the name and location of all financial institutions (domestic 

and international) involved, names, addresses, account numbers, and other details 

regarding the originator and beneficiary of transactions should be included. These 

details are key in understanding the flow of funds, and ultimately for asset tracing and 

recovery.  

 

For transactions conducted using cheque or bank drafts, details regarding the cheque 

number, the bank and account it was drawn on, the payee, the date issued, date the 

cheque was presented for deposit etc., and the amount of the cheque should be 

included. Details on cash transactions such as the location (e.g. bank branches or ATM 

location) where the transaction (s) occurred and how the transactions occurred (e.g. 

night deposit, ATM deposit/withdrawal etc.) should be included.  

 

An explanation should accompany suspicion that has arisen due to circumstances other 

than as a result of financial transactions. For example, an entity may have discovered 

adverse media linking a customer or a controlling person of its customer to criminal 

activity, but is unable to state accurately whether its customer has facilitated the flow of 

criminal proceeds or is involved in criminal activity. Where the nature of reporting 

entity’s relationship with a client does not involve financial transactions (e.g. registered 

agent), details regarding how the reporting entity’s fees are settled should also be 

included.  

 

3. Where the reporting entity has observed any relationships among the parties to the 

transactions identified at point 2, these should also be included. For e.g., the originator 

and beneficiary may be related parties due to a common beneficial owner. 
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Conclusion: 

The final paragraph of the SAR Narrative should summarize the report and can include: 

1. Information regarding any action (s) that the reporting entity intends to take (e.g. 

termination of the business relationship, disbursement of funds pursuant to the terms 

of a liquidation, ongoing monitoring of activity, enhanced due diligence etc.) 

2. Additional information that the reporting entity may deem useful to law enforcement. 

3. A statement as to whether similar reports have been made by a related financial 

institution, or contracted third party in another jurisdiction. 

4. A statement as to whether the reporting entity has been served with a court order, or 

whether law enforcement has made inquiries regarding a particular customer. This may 

have prompted a review of the business relationship which ultimately resulted in the 

SAR being filed. 

5. The names of any law enforcement personnel who may be investigating the subject (s). 

This reduces duplication of efforts by the FRA and the law enforcement agency.  

Supporting Documentation  

The FRA welcomes the provision of documents which support the information presented in a 

SAR. Items such as bank statements, wire transfer records, copies of agreements, corporate 

records (e.g. Memorandum & Articles of Association, Trust Deed (and any amendments), 

Registers of Members etc.), insurance policies, schedule of subscriptions and redemptions 

made to and from investor(s) etc. are all useful and reduces the need for the FRA to formally 

request information, which further reduces the time it takes for the FRA to complete its analysis 

of a matter. 
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Appendix A: Examples of Sufficient and Insufficient SAR Narratives 
 

The FRA has reviewed its SAR database to identify SARs submitted in the past that contained 

sufficient and complete narratives, as well as those that were insufficient and incomplete and 

did not meet our expectations for well-constructed narratives.  

Sufficient and Complete SAR Narratives 

Example 1 (Bank): 

This suspicious activity report is based on an alert our systems generated due to a 

transfer of funds that our client made from (stated account).  The account is a joint 

account held on behalf of Individual A and B. 

On (date provided), Individual B ordered an outgoing transfer for (amount specified) to 

his personal account at Bank B in Jurisdiction B. The bank queried Individual B regarding 

the purpose of the transfer but had not received a response from the client as at the 

date of the SAR filing.   

The Bank also investigated the alert and conducted a review of the account activity. The 

Bank determined that the balance of the account was not consistent with the profile of 

the client or the income declared. 

The account was opened on (date provided) and the initial source of funds was from an 

Incoming transfer for (amount stated) from an account held in the name of Individual B 

at Bank B. 

Individual B is a citizen of Jurisdiction B, and is a (occupation stated). He is currently 

retired and worked as the (position stated) at a state-owned petroleum entity in 

Jurisdiction B. The Bank provided Individual B’s entire employment background (almost 

40 years). 

The Bank also identified adverse information where Individual B was mentioned as 

being linked to corruption scandals that occurred when he held the position with the 

state owned entity.  

The bank provided a detailed description of the activity in the account from account 

opening, including: 

 A description of the external outgoing transfers, including the aggregate value of 

outgoing transfers grouped by recipient. 
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 A description of the incoming funds, including the aggregate value of incoming 

transfers grouped by sender. 

 Classification of transactions observed (e.g. time deposits, dividend payment 

etc.). 

 Account balances. 

We are submitting this SAR due to an alert identified in the (stated account), in which a 

transfer of funds was made by our client and it has not been supported as of the date of 

this report. 

Comments: 

The Bank clearly articulated that the SAR was filed due to an irregular transaction that did not 

match the customer’s profile. The SAR filer identified the account held, the time period under 

review and provided a complete description of the account activity from account opening to 

the date of the SAR filing. This provided some context for which the flagged transaction could 

be assessed. The FSP also flagged that the client held a former PEP position and had been 

connected to various corruption cases during his employment. The provision of other banking 

details (e.g. account held at Bank B in Jurisdiction B) is important as this can assist in the FRA in 

identifying other sources of information that it can use to develop its intelligence (e.g. 

requesting information from the FIU in Jurisdiction B). 

 

Example 2 (Bank): 

ABC Limited established a business relationship with the Bank (date stated), at which 

time a USD$ business savings account was opened. According to information on file, the 

primary business function of the company was the development of technology (specifics 

provided), with funds into the account representing shareholder equity and loans to 

finance product development. 

A review of the relationship held with ABC Limited was initiated as a result of an 

enhanced due diligence (EDD) file review due to its high risk rating. The client 

maintained a USD account which was dormant (at the time of reporting) and had a 

balance (amount stated), being the residual amount of a wire (amount stated) that was 

received into the account on (date provided). The funds have remained unused, with 

only bank fees being charged against it. The lack of activity for such a business account 

appeared highly unusual. 
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The review also identified that the ultimate beneficial owner (UBO) of ABC Limited was 

a large shareholder in a Foreign Bank whose customers violated sanctions laws. The 

Foreign Bank was fined significant amounts following an Investigation by (law 

enforcement agencies named). It was found that the Foreign Bank allowed its clients to 

use offshore companies and a complicated chain of transactions from (dates stated) to 

transfer funds to North Korea, thus bypassing international sanctions. Given the UBO’s 

close association with the Foreign Bank on which adverse information was discovered in 

relation to sanction violations and his full ownership of ABC Limited, the relationship 

was deemed outside of the Bank's risk appetite and a final decision was made to exit the 

relationship. 

Reasons for Suspicion:  

1. The limited use and lack of related business activity being conducted through the 

business account. 

2. The potential reputational risk associated with the adverse information 

discovered in relation to the sanction violations, committed by a company with 

whom the ultimate beneficial owner of ABC Limited has a close association. 

Comments: 

The reporting entity adequately explained the reason for suspicion by linking the UBO’s 

connection to an external matter involving sanctions violations. The reporting entity also 

conducted a review and provided details regarding the financial activity that it observed during 

the period under review. In addition, the Bank advised that it would be terminating the 

business relationship in accordance with its policies. 

 

Example 3 – (Corporate Service Provider) 

The reporting entity provides Registered Office services to Limited Partnership A and 

Company A. Limited Partnership A is a Cayman Islands exempted limited partnership, 

acting by its general partner Company A, a Cayman Islands exempted company, which is 

a wholly owned subsidiary of Company B. Upon acceptance of the business, the 

reporting entity was advised that this structure, through Limited Partnership A, was to 

facilitate (purpose stated) taking place in country 1. A related party of the reporting 

entity had been assisting Company B to find local lawyers in country 2 to assist it 

following the freezing of Limited Partnership A’s accounts held with bank 1 and bank 2 

in country 2. 
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Limited Partnership A recently completed the sale of its entire shareholding of Company 

C, a Cayman islands exempted company, whose asset was (stated asset). A share 

purchase agreement was entered into by Limited Partnership A and Company D on 

(date provided) pursuant to which Limited Partnership A agreed to sell, and Company D 

(or an entity designated by Company D) agreed to purchase Company C’s shares for 

(amount stated).  

By a letter (date provided), Company E (it is not clear how this entity is related to 

Company D) wrote to Limited Partnership A to inform them that they had engaged 

Company F as their transaction adviser, and that this company would be entitled to a 

fee of (amount stated), payable upon completion of the sale of Company C’s shares to 

Company G, Company D’s designated buyer. A copy of an Advisory and Arranger 

Engagement Agreement dated (date provided) between Company E and Company F 

documenting the Advisory Fee was provided to the FSP. 

In the letter, Company E nominated Limited Partnership H, a Cayman Islands exempted 

partnership that is related to Limited Partnership A and controlled by Company B, to act 

as payment agent and to receive funds from Companies E and G in excess of the final 

purchase price in its account (the Payments Account).  The payment details were 

provided by the FSP. 

Subsequently, Company F sent remittance instructions to Company A and Limited 

Partnership H (full details of remittance instructions were provided) 

From the summary and bank statements provided by the client, the Advisory Fee was 

transferred through the Payments Account in several tranches (complete transfer 

details provided) to Companies D and E. 

Based on this above, this activity is deemed be suspicious for the following reasons: 

1. There is no obvious reason and there has been no clear explanation for why 

the Advisory Fee could not be paid directly, as it was not an amount payable 

by Limited Partnership A or Limited Partnership H. 

2. There is no obvious reason and there has been no clear explanation for why 

the Advisory Fee was transferred to Limited Partnership H in a number of 

instalments and why Limited Partnership H / Limited Partnership A were 

instructed to transfer amounts out in a similar manner. 

3. Notwithstanding its characterisation as an Advisory Fee payable to Company 

F, effectively the Payments Account has been used by Limited Partnership H 

to make payments to Company D and its designate; 
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4. The Advisory Fee was to be payable to Company F following completion of 

the sale; however the amounts were received and paid out upon instruction 

prior to that date. 

5. Limited Partnership A had the final purchase price remitted to a separate 

account in its name at bank 1. 

6. Company G was incorporated just prior to the sale; however, the Advisory 

and Arranger Engagement Agreement refers to its expertise and track record. 

The reporting entity provided copies of all agreements referred to in the narrative and banking 

records detailing the payments. 

Comments: 

The SAR narrative provides comprehensive and detailed information surrounding the suspicious 

payments and all parties involved. The reasons for suspicion were clearly articulated and well-

reasoned based on the information provided in the SAR.  Supporting documentation was 

provided. 

 

Example 4 (Insurer) 

Application XYZ was received with a single premium payment of (amount specified) via 

an asset transfer of shares of a company (number of shares and name of company 

provided) for review and approval. 

Upon compliance review and search of (stated scrubbing tool), the FSP obtained a 
report on the applicant dated (date specified) referencing a fine imposed on the plan 
participant by the Central Bank in a foreign jurisdiction; the investigation relates to 
the non-disclosure of good and value outside of the foreign jurisdiction. 

A request for clarification was sent to client services as this application appears to 
coincide with the report and timing of confirmation from the plan participant to 
proceed with the application. The plan participant seems to have failed to report 
all assets held and subsequently transferred those assets. We file this report for 
your further consideration. 
 
The FSP attached all plan documents, CDD findings, AML/KYC documents and 

transaction details related to the premium payment. 
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Comments: 

The reason for filing was clear, and the provision of supporting documents eliminated the need 

to obtain additional information from the SAR filer. The FRA was therefore able to quickly 

review the SAR and make the relevant disclosures in a timely manner.  

 

Example 5 (SAR by a Liquidator): 

Company B was placed into voluntary liquidation in (date stated). Person A had a claim 

in the liquidation of Company B for (amount stated). The Liquidators declared interim 

dividends resulting in payments due to Person A. In order to make the dividend 

payments, Person A was required to provide AML/KYC documentation and wire transfer 

details. However, despite being entitled to a significant dividend payment, Person A did 

not contact the Liquidators until (time period stated) after the liquidation had started. 

Subsequent communication with Person A was infrequent. 

The Liquidators were initially contacted by Individual B who represented that they  act 

on behalf of Person A. Individual B used an email with a signature indicating that they 

were doing business for a management company located in Jurisdiction 1.  Individual B 

also used various email addresses which were not associated with the registered email 

addresses on file for Person A. Individual B provided contact details for Individual C, who 

apparently held a power of attorney issued by Person A. Individuals B and C then 

requested that the Liquidators make urgent payments to persons other than Person A 

(as detailed in the SAR) as set out below.  

In an email dated [date 1], Individual B advised that they wanted the funds held on 

behalf of Person A to be sent to an escrow agent for a property closing in Jurisdiction 2. 

The Liquidators were advised of the closing date and were provided with wire transfer 

instructions for an account in the name of a law office.  However, Individuals B and C 

were unable to provide the necessary AML/KYC documentation requested by the 

Liquidators and funds were not remitted. 

Subsequently on [date 2], Individual B sent an email to the Liquidators indicating that 

they had found an alternative way to purchase the property and would be in 

communication with the Liquidators.  

Six weeks later, Individual C contacted the Liquidators, and requested that the funds be 

paid to a bank account in the name of Company C, domiciled in Jurisdiction 2, whose 

sole shareholder and manager was Individual D (Full identification and residential details 
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for Individual D were provided). Attached to Individual C’s email was a Promissory Note 

which indicated that Person A promised to loan (amount stated) to Company C for a 

(stated period). The Promissory Note was signed by Individual D on behalf of Company 

C. Wire instructions were also provided for Company C. The Liquidators requested 

further information regarding the dividend instructions, explanations regarding the 

transactions and AML/KYC documentation for Person A. After being unable to provide 

sufficient detail to satisfy the Liquidators, the instructions were subsequently changed. 

Following a number of requests, the Liquidators received wire instructions for a bank 

account in the name of Person A. However, complete AML/KYC documentation was not 

provided to enable the Liquidators to transfer the dividends. The structure and urgency 

of these transactions raised suspicions with the liquidators due to the following: 

1. Inability and/or delays in providing adequate KYC or wire instructions in the 

name of Person A; 

2. Lack of contact for over two years despite Person A having a high value claim; 

and 

3. Requests for payment to third parties relating to 'urgent' transactions. 

However, upon receipt of the requested documentation, the Liquidators indicated that 

they would remit payment to Person A. 

Comments: 

This narrative provides a comprehensive understanding of the circumstances that resulted in 

the SAR being filed, and has clearly identified the persons involved, the time period, and some 

specific dates of suspicious activity. The planned course of action to be taken by the reporting 

entity was also clearly stated.  
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Examples of Insufficient SAR Narratives 

Example 1: 

 Please see the attached article for further information. 

Comments: 

The FRA receives numerous SAR narratives similar to the one in this example.  These SAR filings 

fail to provide specific details regarding the connection between the information provided in 

the attachment and the subjects of the SAR. The reporting entities fail to provide any 

information regarding their relationship, if any, between itself and the subjects of the SAR. No 

specific transaction data or description of suspicious activity observed was provided. 

Example 2 

The customer sent transactions to different receivers in Jurisdiction 1, a territory 

considered to be high risk due to its association with illegal narcotics trading. The 

customer's transaction pattern indicates that the transactions were sent on behalf of 

third parties despite the customer's claims that the funds belonged to him. The customer 

further claimed that the receivers are all his friends.  

Comments: 

This SAR filing did not provide the amounts and the dates of the transactions, identification 

information for the receivers, declared source of funds, details of the transaction patterns 

observed or a clear reason for suspicion.  

Example 3 

Person A was identified in the World Check database as having been indicted on charges 

of conspiracy to commit money laundering (see attached article). Our customer does not 

appear in the World Check database but is a business associate of Person A. 

Comments: 

This SAR identified several subjects to which the reporting entity provided services to and for 

which their customer was a controlling person. Person A was also a controlling person of some  

of the subjects. The reporting entity did not provide details of its business relationships with the 

subjects identified, the links between the subjects and Person A, or an explanation as to why 

the reporting entity submitted the SAR.  
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Example 4 

Enclosed World Compliance searches on the two individuals who are the subjects to this 

report, in relation to a corruption matter. Enclosed Financial Times article reporting on 

Latin America's biggest corruption scandal. 

We hereby submit this Suspicious Activity Report for your further attention. 

Comments: 

This SAR fails to adequately explain the link to the subjects of the report, the reporting entity’s 

suspicions and why the SAR has been filed.  
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Appendix B: Indicators of Suspicious Activity 
 

Over the years, international bodies such as the Financial Action Task Force (FATF) and The 

Egmont Group, have identified various typologies and indicators of money laundering, 

terrorism financing and proliferation financing. Many indicators considered in isolation do not 

necessarily provide sufficient suspicion for meeting the threshold to report. The presence of an 

indicator does not necessarily mean that criminal activity has occurred. Likewise, the absence 

of an indicator does not mean that suspicious activity has not occurred.  If you observe one or 

more of the following indicators during the course of a business relationship, consideration 

should be given to conducting further enquiries to determine whether the activity observed 

meets the threshold for suspicion. Several indicators together, without a reasonable 

explanation, may provide a suitable basis for which the reporting entity may choose to file a 

SAR.   

Reporting entities should also have regard to the relevant sectoral guidance, red flags and 

warnings of suspicious activity published by CIMA, DCI, CIIPA and CARA.  

The following lists are not meant to be exhaustive and are provided for information purposes 

only.  

Indicators of Possible Money Laundering or Terrorism Financing1 

Many of the below indicators are observed across various financial sectors (e.g. securities, 

investments, banking, trust and corporate services etc.) 

Client: 

The client or the parties involved: 

 Is overly secret or evasive about who the client is, who the beneficial owner is, where 

the money is coming from, why they are doing this transaction in a particular manner or 

what the big picture is. 

 Is using an agent or intermediary without good reason. 

 Is actively avoiding personal contact without good reason. 

 Is reluctant to provide or refuses to provide information, data and documents usually 

required in order to enable the transaction’s execution. 

                                                           
1
 FATF Report – Money Laundering and Terrorist Financing Vulnerabilities of Legal professionals, June 2013 

http://www.fatf-
gafi.org/media/fatf/documents/reports/ML%20and%20TF%20vulnerabilities%20legal%20professionals.pdf 

http://www.fatf-gafi.org/media/fatf/documents/reports/ML%20and%20TF%20vulnerabilities%20legal%20professionals.pdf
http://www.fatf-gafi.org/media/fatf/documents/reports/ML%20and%20TF%20vulnerabilities%20legal%20professionals.pdf
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 Holds or has previously held a public position (political or high-level professional 

appointment) or has professional or family ties to such an individual and is engaged in 

unusual private business given the frequency or characteristics involved.  

 Provides false or counterfeited documentation. 

  Is a business entity which cannot be found on the internet and/or uses an email 

address with an unusual domain part such as Hotmail, Gmail, Yahoo etc., especially if 

the client is otherwise secretive or avoids direct contact.  

 Is known to have convictions for acquisitive crime, known to be currently under 

investigation for acquisitive crime or have known connections with criminals.  

 Is or is related to or is a known associate of a person listed as being involved or 

suspected of involvement with terrorist or terrorist financing related activities.  

 Shows an unusual familiarity with respect to the ordinary standards provided for by the 

law in the matter of satisfactory customer identification, data entries and suspicious 

transaction reports – that is – asks repeated questions on the procedures for applying 

the ordinary standards. 

 The parties or their representatives (and, where applicable, the real owners or 

intermediary companies in the chain of ownership of legal entities), are native to, 

resident in or incorporated in a high-risk country. 

 The parties to the transaction are connected without an apparent business reason.  

 The ties between the parties of a family, employment, corporate or any other nature 

generate doubts as to the real nature or reason for the transaction.  

 There are multiple appearances of the same parties in transactions over a short period 

of time. 

 The age of the executing parties is unusual for the transaction, especially if they are 

under legal age, or the executing parties are incapacitated, and there is no logical 

explanation for their involvement.   

 There are attempts to disguise the real owner or parties to the transaction.  

 The person actually directing the operation is not one of the formal parties to the 

transaction or their representative.  

 The natural person acting as a director or representative does not appear a suitable 

representative. 

Source of Funds 

 The transaction involves a disproportional amount of private funding, bearer cheques or 

cash, especially if it is inconsistent with the socio-economic profile of the individual or 

the company’s economic profile. 
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 The client or third party is contributing a significant sum in cash as collateral provided by 

the borrower/debtor rather than simply using those funds directly, without logical 

explanation. 

 The source of funds is unusual: third party funding either for the transaction or for 

fees/taxes involved with no apparent connection or legitimate explanation; funds 

received from or sent to a foreign country when there is no apparent connection 

between the country and the client; funds received from or sent to high-risk countries. 

 The client is using multiple bank accounts or foreign accounts without good reason. 

 Private expenditure is funded by a company, business or government. 

 Selecting the method of payment has been deferred to a date very close to the time of 

notarisation, in a jurisdiction where the method of payment is usually included in the 

contract, particularly if no guarantee securing the payment is established, without a 

logical explanation. 

 An unusually short repayment period has been set without logical explanation. 

 Mortgages are repeatedly repaid significantly prior to the initially agreed maturity date, 

with no logical explanation. 

 The asset is purchased with cash and then rapidly used as collateral for a loan. 

 There is a request to change the payment procedures previously agreed upon without 

logical explanation, especially when payment instruments are suggested which are not 

appropriate for the common practice used for the ordered transaction. 

 There has been a significant increase in capital for a recently incorporated company or 

successive contributions over a short period of time to the same company, with no 

logical explanation. 

 Large financial transactions, especially if requested by recently created companies, 

where these transactions are not justified by the corporate purpose, the activity of the 

client or the possible group of companies to which it belongs or other justifiable 

reasons. 

 There is an excessively high or low price attached to the securities transferred, with 

regard to any circumstance indicating such an excess (e.g. volume of revenue, trade or 

business, premises, size, knowledge of declaration of systematic losses or gains) or with 

regard to the sum declared in another operation. 
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Other Red Flag Indicators2 

• Individual or single entity opening or managing numerous bank accounts in a 

coordinated fashion. 

• Transit movement of funds through bank accounts of companies (accounts of 

companies are used to receive and immediately transfer money, and the account 

balance by the close of the day is zero). 

• No tax, insurance or social payments are conducted by companies that are used for the 

transit movement of funds. 

• Regular cross-border transfers of funds via accounts of shell companies related to loan 

agreements and payments for services. 

• Transferring funds abroad to buy goods that are never shipped, received or 

documented. 

• Payments for real estate and other high-value assets are performed by offshore 

companies. 

• Payments for goods delivered to third countries are performed by offshore companies 

that are not parties to contract. 

• Bank accounts in one jurisdiction, held by corporate structures in a second jurisdiction 

with beneficial owners in a third jurisdiction, are used to pay or receive transactions for 

goods or services where they are unconnected to the businesses sending or receiving 

the transaction, or the trade the transaction is for. 

• Cash withdrawals or cash deposits from or to multiple bank cards are conducted 

systematically via the same ATMs (very small intervals between cash withdrawal or 

deposit transactions with different cards indicate that these transactions are managed 

by the same person). 

• Participating companies are registered at one or more “virtual” addresses, at addresses 

of mailboxes using special services providers (advocates, lawyers and other). 

Indicators of Money Laundering or Terrorism Financing (Virtual Asset Service Providers)3 

The provision of virtual asset services is recognized as constituting ‘relevant financial business’ 

in the Cayman Islands (pursuant to Schedule 6 of the POCL). Therefore, virtual asset service 

providers are also obligated to file a SAR where appropriate. The following are indicators that 

                                                           
2
 The Egmont Group – Egmont Group Bulletin – Professional Money Laundering Facilitators (Public Version), July 

2019: https://egmontgroup.org/sites/default/files/filedepot/external/20190701%20-
%20IEWG%20Professional%20ML%20Networks%20Bulletin%20-%20final.pdf 
3
 https://www.acamstoday.org/virtual-assets-calibrating-the-compass-of-suspicion/ ; FinCEN Advisory FIN-2019-

A003, Advisory on illicit Activity Involving Convertible Virtual Currency, May 9
th

, 2019: 
https://www.fincen.gov/sites/default/files/advisory/2019-05-
10/FinCEN%20Advisory%20CVC%20FINAL%20508.pdf 

https://egmontgroup.org/sites/default/files/filedepot/external/20190701%20-%20IEWG%20Professional%20ML%20Networks%20Bulletin%20-%20final.pdf
https://egmontgroup.org/sites/default/files/filedepot/external/20190701%20-%20IEWG%20Professional%20ML%20Networks%20Bulletin%20-%20final.pdf
https://www.acamstoday.org/virtual-assets-calibrating-the-compass-of-suspicion/
https://www.fincen.gov/sites/default/files/advisory/2019-05-10/FinCEN%20Advisory%20CVC%20FINAL%20508.pdf
https://www.fincen.gov/sites/default/files/advisory/2019-05-10/FinCEN%20Advisory%20CVC%20FINAL%20508.pdf
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persons providing virtual asset services, or doing business with those involved in virtual assets, 

should be aware of: 

 User shows uncommon curiosity about an exchange’s internal systems, controls and 

policies. 

 The purpose of the user maintaining an account with the exchange is unclear, as the 

account appears dormant and user is not utilizing platform features. 

 User does not provide information upon request. 

 User fails to provide supporting documentation or provides misleading or inaccurate 

information regarding source use and destination of funds. 

 User provides misleading or inaccurate information regarding purpose of transaction 

and relationship to counterparty. 

 User’s portfolio only consists of privacy coins or has high value privacy coins (e.g., 

Monero, Dash, Zcash). 

 Use of privacy coins, which are highly or partially anonymous (e.g., Monero, Dash, 

Zcash) (i.e., privacy features are enabled). 

 User logins are from an IP address that appears to be connected to a VPN and/or The 

Onion Router (Tor) or similar IP anonymizers. 

 User receives frequent deposits from gambling sites/cryptocurrency addresses followed 

by immediate withdrawals. 

 User is operating as or conducting transactions with charitable organizations/nonprofits 

who accept cryptocurrency or fiat. 

 There are frequent changes in the user’s identification information, such as home 

address, email address, IP address or linked bank accounts. 

 Paying and/or willingness to pay high commission fees for converting (selling) 

cryptocurrency in exchange for fiat compared to commission fees charged by other 

cryptocurrency exchanges. 

 User is stating they obtained and/or sold a large value of cryptocurrency for cash with 

an unknown third party. 

 Source of funds is from an exchange, which has been connected to money laundering, 

or which law enforcement has shut down (e.g., BTC-e.com). 

 User abandons account and account balance, when supporting documentation and/or 

KYC information was requested. 

 Outgoing funds are sent to newly created and never used cryptocurrency addresses. 

 A registered account has an encrypted email or temporary email service (e.g., 

protonmail.com or tutanota.com). 
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 Funds are deposited from or withdrawn to cryptocurrency address with direct/indirect 

links to known suspicious sources such as darknet marketplaces, mixing services, 

gambling sites, service providers, wallets known to be involved in illegal activities, 

and/or theft or ransomware reports. 

 The funds in a user account have been reported stolen or otherwise reported to have 

been obtained illegally. 

 User is associated or connected to an Initial Coin Offering (ICO) that has shut down after 

the funds were raised, e.g., exit/Ponzi Scheme. 

 Cryptocurrency is deposited and funds are withdrawn in fiat currency, with no other use 

of the platform. 

 User conducts trades in a way that creates a negative balance or reduces equity in one 

account, to increase equity or create positive balance in another account operated by 

the same user. 

 User funds their fiat account consistent with structuring in the remitting jurisdiction, 

e.g., in multiples of less than $10,000. 

 User conducts a high volume of “off-chain” (internal transactions) with other platform 

users, which is consistent with attempting to obscure origins of funds or conducting 

illicit activity. 

  A customer’s address appears on public forums associated with illegal activity. 

 Blockchain analytics indicate that the wallet transferring convertible virtual currency to 

the exchange has a suspicious source or sources of funds, such as a darknet 

marketplace. 

 A transaction makes use of mixing and tumbling services, suggesting intent to obscure 

the flow of illicit funds between known wallet addresses and darknet marketplaces. 

Indicators of Possible Proliferation Financing4 

 Transaction involves person or entity in foreign country of proliferation concern.  

 Transaction involves person or entity in foreign country of diversion concern.  

 The customer or counter-party or its address is similar to one of the parties found on 

publicly available lists of “denied persons” or has a history of export control 

contraventions.  

 Customer activity does not match business profile, or end-user information does not 

match end-user’s business profile.  

 A freight forwarding firm is listed as the product’s final destination.  

                                                           
4
 Pgs. 32 – 34 of  FATF Guidance on Counter Proliferation Financing: The Implementation of Financial Provisions of 

United Nations Security Council Resolutions to Counter the Proliferation of Weapons of Mass Destruction, February 
2018 - http://www.fatf-gafi.org/media/fatf/documents/reports/Guidance-Countering-Proliferation-Financing.pdf 

http://www.fatf-gafi.org/media/fatf/documents/reports/Guidance-Countering-Proliferation-Financing.pdf
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 Order for goods is placed by firms or persons from foreign countries other than the 

country of the stated end-user.  

 Transaction involves shipment of goods incompatible with the technical level of the 

country to which it is being shipped, (e.g. semiconductor manufacturing equipment 

being shipped to a country that has no electronics industry).  

 Transaction involves possible shell companies (e.g. companies do not have a high level 

of capitalisation or displays other shell company indicators). 

 Transaction demonstrates links between representatives of companies exchanging 

goods i.e. same owners or management.  

 Circuitous route of shipment (if available) and/or circuitous route of financial 

transaction.  

 Trade finance transaction involves shipment route (if available) through country with 

weak export control laws or weak enforcement of export control laws.  

 Transaction involves persons or companies (particularly trading companies) located in 

countries with weak export control laws or weak enforcement of export control laws.  

 Transaction involves shipment of goods inconsistent with normal geographic trade 

patterns (e.g. does the country involved normally export/import good involved?).  

 Transaction involves financial institutions with known deficiencies in AML/CFT controls 

and/or domiciled in countries with weak export control laws or weak enforcement of 

export control laws.  

 Based on the documentation obtained in the transaction, the declared value of the 

shipment was obviously under-valued vis-à-vis the shipping cost.  

 Inconsistencies in information contained in trade documents and financial flows, such as 

names, companies, addresses, final destination etc.  

 Pattern of wire transfer activity that shows unusual patterns or has no apparent 

purpose. 

 Customer vague/incomplete on information it provides, resistant to providing additional 

information when queried.  

 New customer requests letter of credit transaction awaiting approval of new account.  

 Wire instructions or payment from or due to parties not identified on the original letter 

of credit or other documentation. 

 Involvement of items controlled under WMD export control regimes or national control 

regimes. 

 Involvement of a person connected with a country of proliferation concern (e.g. a dual-

national), and/or dealing with complex equipment for which he/she lacks technical 

background. 

 Use of cash or precious metals (e.g. gold) in transactions for industrial items.  
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 Involvement of a small trading, brokering or intermediary company, often carrying out 

business inconsistent with their normal business. 

 Involvement of a customer or counter-party, declared to be a commercial business, 

whose transactions suggest they are acting as a money-remittance business.  

 Transactions between companies on the basis of “ledger” arrangements that obviate 

the need for international financial transactions.  

 Customers or counterparties to transactions are linked (e.g. they share a common 

physical address, IP address or telephone number, or their activities may be 

coordinated).  

 Involvement of a university in a country of proliferation concern. 

  Description of goods on trade or financial documentation is nonspecific, innocuous or 

misleading.  

 Evidence that documents or other representations (e.g. relating to shipping, customs, or 

payment) are fake or fraudulent.  

 Use of personal account to purchase industrial items. 
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Appendix C: Case Studies from 2018 Annual Report 
 

The following is a compilation of sanitised cases that were analysed and completed by the FRA 
during the Reporting Period that we believe illustrate some of the key threats facing the 
jurisdiction in the fight against money laundering and terrorist financing. These cases have been 
identified by the primary typology involved, though some of them may involve more than one 
typology. They are being included here for learning purposes and as a feedback tool for our 
partners in the fight against money laundering and terrorist financing.  
 
1. Securities Fraud I 
 
A SAR was filed A Cayman Islands Financial Service Provider (“FSP”I) as it was unable to confirm 
via a direct phone call, email instructions received from Mr. A.  The following day, an individual 
visited the FSP claiming to be Mr. B’s representative and requested additional fund transfers 
and to add a new signatory to the account 
 
The FSP reported that Mr. A is the sole director, shareholder and beneficial owner of Company 
A, domiciled in the Cayman Islands, which maintained accounts with the FSP.  
 
Further investigations by the FSP identified that Mr. B along with other individuals had been 
indicted in an alleged series of securities schemes in Jurisdiction 1. 
 
Directions issued by the FRA pursuant to s.4(2)(c) of the POCL helped identify further 
information about the balances in the accounts, how much funds had been processed in the 
accounts and the sources of the deposits and beneficiaries of outgoing transfers.  This 
facilitated identifying links to other companies / individuals mentioned in the indictment. 
 
Among the companies identified was another Cayman Islands company that appeared to be 
engaging in securities investment business without being licensed by, or registered with CIMA. 
 
SARs were also received from other FSPs, which helped develop a more comprehensive 
understanding of Company A’s operations, along with other companies affiliated with Mr. A. 
 
Disclosures were made to the FCIU, CIMA and the FIU in Jurisdiction 1. 
 
Indicators:  
• Failure to directly contact the authorized signatories on the account 
• Sudden change in signatories/authorized representatives 
• Adverse information about the beneficial owner and affiliated entities / individuals  
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2. Securities Fraud II 
 
Several SARs were filed by FSPs due to the information that an overseas statutory body in 
Jurisdiction 2 had barred Mr. B in all capacities from participating in the sale of unregistered 
securities. The overseas statutory body had also ordered Mr. B to pay a certain amount for 
investigation costs. 
 
One of the SARs identified that Mr. B maintained a personal account and that he was also the 
primary signatory on corporate accounts for Company B and Company C, both domiciled in the 
Cayman Islands. A SAR filed by another FSP also identified that Mr. B beneficially owns 
Company D, also domiciled in the Cayman Islands and registered with CIMA.  
 
Directions issued by the FRA pursuant to s.4(2)(c) of the POCL helped identify the following 
information: 
• When the accounts were established and the current has a balance in the accounts. 
• Details of how the personal accounts were funded and depleted, including information 

about the sources of the deposits and beneficiaries of outgoing transfers 
• Details of transaction in the corporate accounts which show through a series of 

intercompany transfers that the Cayman companies were assisting in clearing transactions 
for microcap stocks and that at times their operations were linked and/or identical raising 
questions about the need for a SEZC company. 

• A sudden decline in the transactions in the corporate accounts around the time that the bar 
in Jurisdiction 2 was implemented 

• A substantial portion of the funds in the accounts were withdrawn via draft purchases 
 
While companies B, C and D had not been charged with criminal offenses, the proceedings in 
the Jurisdiction 2 identified that they had been involved with companies / individuals under 
investigation. 
 
Disclosures were made to the FCIU, CIMA and the FIU in Jurisdiction 2. 
 
Indicators:  
• Adverse information about the beneficial owner / signatory of corporate accounts being 

barred in a foreign jurisdiction 
• Sudden decline in the transactions going through an account 
• Similar and / or identical transactions being processed through accounts of companies 
 
3. Securities Fraud III 
 
A FSP acting as registered office was informed by the UBO of Company E, domiciled in the 
Cayman Islands, that it had been the victim of a fraudulent scheme orchestrated by the 
directors of Company E’s investment manager (domiciled in Jurisdiction 3 and the individuals 
are nationals of Jurisdiction 3). It was brought to the attention of the FSP, that in order for 
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Company E to settle fees owed for investment management and other services, the investment 
manager acquired Company E’s underlying investment.  The directors of the investment 
manager were also the directors of Company E.  
 
A direction was issued by the FRA pursuant to s.4(2)(c) of the POCL to amplify the information 
received. In conducting its analysis of the matter, it appeared that certain provisions of the 
investment management arrangement entered into by Company E and signed by the directors 
appeared prejudicial to the company.  Further, the FRA identified that there was sufficient 
grounds to suspect that the directors breached their fiduciary duties by not acting in good faith, 
and that the investment manager engaged in self-dealing.   
 
The FRA also found basis to suspect that the investment manager, together with others, 
actively pumped up the value of the underlying investment and charged excessive performance 
management fees over an extended period. Then at the peak of the pump, they relied on a 
clause in the investment management agreement to acquire Company E’s investment. The FRA 
concluded that there were reasonable grounds to suspect that securities and other frauds had 
been perpetrated.  
 
Disclosures were made to the FCIU, CIMA and the FIU in Jurisdiction 3. 
 
Indicators:  
• Customer complaints/allegations 
• Inadequate segregation of duties 
• Existence of provisions in contracts that appear prejudicial 
 
4. Foreign Corruption 
 

A FSP reported that it held four investment accounts for Companies F, G, H and I on behalf of 
politically exposed individuals. Company F (domiciled in Jurisdiction 4) received funds from an 
overseas company (domiciled in Jurisdiction 5) and immediately transferred those funds to 
investment accounts for companies G, H and I (IM domiciled in Jurisdiction 6). There was also 
negative media concerning the individuals, and the investment manager managing the 
accounts.  
 
The FSP subsequently reported that the investment manager had requested that the monies 
held be transferred to Jurisdiction 7, where the individuals already held business relationships.  
 
Directions issued by the FRA pursuant to s.4(2)(c) of the POCL obtained copies KYC 
documentation and activity in the relevant accounts. A review of the account activity for 
Company F revealed substantial incoming wire transfers from a company that had been linked 
to state level corruption in a foreign jurisdiction; as well as from one of the individuals 
employed with a state owned corporation that had undergone privatization.  
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Open source searches also revealed that authorities in Jurisdiction 8 appeared to have an 
interest in the persons affiliated with the account holders. 
 
The FRA formed the view that that there were reasonable grounds to suspect that the accounts 
held proceeds of crime. 
 
Disclosures were made to the FCIU, CIMA and the FIUs in Jurisdictions 4 to 8. 
 
Indicators:  
• Accounts beneficially owned by politically exposed individuals 
• Funds received from sources linked to corruption scandals 
• Limited information about actual investment activity 
 

5. Ponzi Scheme 
 
The Fund Administrator of two Cayman Islands exempted limited partnerships (“the Funds”), 
both regulated by CIMA, filed a SAR for a number of concerns including: 
 
• The postponement of a number of redemption requests submitted by investors in the 

Funds by the General Partner for several months. 
• Directions from the GP to backdate redemptions, restate the NAV accordingly, and post-

date settlement of those transactions. 
• The Funds' trading activity had been limited to owning the stock of Company X (domiciled in 

Jurisdiction 9) and based upon ownership levels, the Funds appear to be significant 
shareholders of Company X.  

• All communication with investors is made through the GP or the Director of Company X. 
• There is an unusual consistency in the cash flows of the funds in that previous redemptions 

have been offset by subscriptions from new investors without requiring any corresponding 
activity in the investment positions held by the Funds. 

• Other service providers to the Funds are different from those named in the offering 
documents (domiciled in Jurisdiction 9).  

• Both the custody statements and the email communicating the statements contain 
numerous typos. 

• The Fund Administrator has not been provided a copy of the signed Investment 
Management Agreement with the company named as Investment Adviser of the Funds in 
their respective PPMs. Neither have they communicated directly with the Investment 
Adviser.  

 
A direction was issued by the FRA pursuant to s.4(2)(c) of the POCL to obtain further 
information, including: details of the number of investors for each class of shares for the Funds; 
NAVs for the Funds, broken down by class of share; and the number of shares of Company X 
held by the Funds. 
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As there were reasonable grounds to suspect a potential Ponzi scheme operation, disclosures 
were made to the FCIU, CIMA and the FIU in Jurisdiction 9. 
 
Indicators:  
• Difficulty in paying redemption requests 
• Previous redemptions only paid out as new subscriptions are received  
• Inconsistencies in entities named in the PPMs against actual service providers including 

missing paper work 
 
6. Drug Trafficking 
 
A MSB filed a SAR about Mr. J who was remitting money to Jurisdiction 10 using different 
locations on Island, potentially indicative of structuring. Shortly thereafter, an adverse news 
story was published regarding Mr. J, which triggered the filing of a SAR by another FSP.  
 
Media reports identified that Mr. J had been arrested in Jurisdiction 10 for attempting to 
smuggle an illegal substance internationally. It was speculated that another individual, Mr. K, 
was an accomplice of Mr. J, but those allegations had been denied. 
  
Directions issued by the FRA pursuant to s.4(2)(c) of the POCL obtained Mr. J’s remittance 
activity, which revealed that he was sending funds to Mr. K, demonstrating a known 
connection. Further research by the FRA indicated that Mr. K had visited the Cayman Islands on 
several occasions and that Mr. J provided him with accommodation during those visits.   
 
The FRA also issued a direction for Mr. J’s banking activity; a review of the bank statements 
identified substantial cash deposits that appeared inconsistent with his profile.  
 
Disclosures were made to the FCIU and the FIU in Jurisdiction 10.  
 
Indicators: 

 Structuring of remittance payments to avoid reporting thresholds and use of different 
locations of the MSB to send remittances 

 Adverse media on sender and receiver of remittances 

 Excessive cash deposits not in line with expected account activity 
 

7. Business Email Compromise Fraud I 
 

A FSP reported that a customer had notified them that he believed he had been the victim of a 
fraud. According to the customer, he agreed to send wire transfers to an account that he 
believed to be owned by his landlord, Mr. L.  
 



Page 35 of 38 
 
 

Through a series of email exchanges, the customer received a request from Mr. L to make 
advance rental payments at a discounted amount. The customer agreed and sent an initial wire 
to an account in Jurisdiction 11 identified by Mr. L, but not held in his name.  
 
Mr. L subsequently sent a further email to the customer requesting a personal loan with a 
promise that the loan would be repaid upon his visit to the Cayman Islands the following week. 
The customer agreed to extend the loan and sent a wire to another separate account in a 
different bank in Jurisdiction 11 that was identified by Mr. L but again was not held in his name.  
 
The customer was informed that Mr. L’s email had been compromised after speaking with him 
by telephone. The bank confirmed that the wires had been sent and attempted to recall the 
funds from the receiving banks. 
 
Disclosures were made to the FCIU and the FIU in Jurisdiction 11.  
 
Indicators: 

 Beneficiaries of remittances different from the requesting party 

 Unusual request made via email  

 Absence of direct communication outside of email 
 
8. Business Email Compromise Fraud II 
 
A FSP reported in a SAR that its client, Company M domiciled in the Cayman Islands and 
licensed by CIMA, had been a victim of a business email compromise fraud. 
 
The FSP had been advised that its client was looking for new investment opportunities and 
would be liquidating several of its investments that had not performed as expected.  
 
Over a short period the FSP received and processed several instructions to transfer funds to 
alternative investment accounts. The FSP issued instructions to send wires to companies that 
maintained accounts in Jurisdictions 12 and 13.    
The FSP also received a request to confirm balances maintained by Company N (sole 
shareholder of Company M and domiciled in Jurisdiction 14) in its Cayman Islands bank account 
and was advised that funds would be transferred from Company N’s bank account in 
Jurisdiction 14 to fund a payment to a company that maintained a bank account in Jurisdiction 
15. 
 
The funds were received into Company N’s Cayman Islands bank account and instructions were 
received to send funds to the bank account in Jurisdiction 15. However, the FSP noted a subtle 
difference in the email domain that was sending the instructions and it was identified that the 
email of Company N had been compromised.  It was also discovered that Company N’s bank 
account in Jurisdiction 14 had been compromised.  The payment instructions were not 
executed.  
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The Cayman Islands bank was informed of the situation and attempted to recall the previous 
wire transfers that were sent; however due to the time that lapsed the attempts to recall the 
funds were unsuccessful. 
 
The FRA’s analysis revealed a level of sophistication in the perpetrators of the fraud at times 
checking with the FSP the amount of funds held at the bank accounts, as well as maintaining 
the structure of the Cayman Islands bank account as the disbursing account. The identified 
recipients of the wire transfers also did not stand out as unusual investment positions with the 
companies being involved in market research or emerging wearable technology.  
 
Disclosures were made to the FCIU, CIMA and the FIUs in Jurisdictions 12 to 15.  
 
Indicators: 

 Subtle difference in the email domain of the instructing party 

 Absence of direct communication outside of email 
 
9. Trade Based Money Laundering 
 
A FSP reported an incoming wire transfer for their customer, Mr. O, had been flagged as it 
appeared to be inconsistent with his profile. The wire transfer was coming from a Company in 
Jurisdiction 16 that was owned by Mr. P, an individual identified in online blogs and other 
media to be connected to foreign government officials as a result of his lucrative business 
activities. 
 
A Direction issued by the FRA pursuant to s.4(2)(c) obtained KYC documents and  bank 
statements. The FRA’s review identified that the account was intended to receive income for 
specific services rendered by Mr. O.  He had also advised the FSP that the flagged transaction 
was for consulting and corporate legal services that he provided to Mr. P and his company.   
 
A review of the transaction history revealed several large incoming and outgoing transfers of 
large round dollar figures. In recent years the account received numerous wire transfers from 
various parties in Jurisdictions 16 and 17 that appear to be involved in the import / export 
business. Half of those wire transfers had vague or no explanation / purpose. It was also noted 
that the incoming transfers from Jurisdiction 16 appeared to correspond with outgoing 
transfers to jurisdiction 17. The large round dollar transactions were concerning given the 
stated purpose of the account and appear quite large the services rendered. 
 
The transactions in the account appeared to fit the hallmarks identified by the FIU of 
Jurisdiction 17 in its advisory about trade-based money laundering schemes used to move and 
hide proceeds of corruption in Jurisdiction 16. 
 
Disclosures were made to the FCIU and the FIUs in Jurisdictions 16 and 17.  
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Indicators: 

 Adverse information about the beneficial owner of a counter party 

 Account activity inconsistent with the customer’s profile 

 Large incoming and outgoing transfers of large round dollar figures that appear to 
correspond with each other. 

 Account activity appearing matching regulatory/law enforcement advisory 
 
10. Money Laundering 
 
A FSP was on boarding a Cayman Islands Mutual Fund (the "Fund") that was previously 
administered by an overseas fund administrator. This included a review of the AML documents 
received by the prior fund administrator and a request for additional AML/KYC documents on 
the investors of the Fund. 
 
One of the investors, Fund Q (domiciled in Jurisdiction 18) owned 45% of the Fund. The UBO of 
Fund Q is Mr. R (a national of Jurisdiction 19), a well-known investment adviser. Fund Q is 
licensed by the relevant regulator in Jurisdiction 18.  
 
The FSP’s due diligence procedures identified that Mr. R had previously settled allegations of 
insider trading brought by the regulator in Jurisdiction 20; however, there appeared to be an 
outstanding case relating to conspiracy to commit securities fraud. Further inquiries with the 
Fund’s legal counsel confirmed that there was an open indictment against Mr. R in Jurisdiction 
20.  
 
The FRA formed the view that there were reasonable grounds to suspect that Fund Q’s 
investment was from proceeds of crime. 
 
Disclosures were made to the FCIU and the overseas FIUs in Jurisdictions 18 to 20. 
 
Indicators:  

 Adverse information about the beneficial owner of an investor in a fund 

 Further research conducted even though the investor of record was regulated in a 
jurisdiction with equivalent AML laws. 
 

11. Tax Evasion 
 
Mr. and Mrs. S (nationals of Jurisdiction 21) have been customers of a FSP for several years. 
Their account has a substantial balance, but minimal account activity. The FSP requested that 
Mr. and Mrs. S update their due diligence information.  Shortly thereafter, Mr. S visited the FSP 
and attempted to withdraw all the funds and close their account. Mr. S was advised that the 
FSP required the updated due diligence information prior to the withdrawal request and 
ultimate closure of the account. 
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Mr. S explained what the money would be used for and that it had to be in cash, as a cheque or 
bank draft was not acceptable for the proposed purpose. Mr. S further advised the FSP that he 
would not be providing the requested information, as it could attract attention from the 
revenue authority in Jurisdiction 21.  The FSP placed the account under restriction pending the 
provision of the required information and filed the SAR. The FSP also confirmed that the 
customers had been included in the relevant tax filings with the Cayman Islands Department of 
International Tax Cooperation (DITC).  
 
While there was no adverse information regarding Mr. and Mrs. S, the FRA formed the view 
that there were reasonable grounds to suspect that they could be concealing taxable assets 
from the revenue authority in Jurisdiction 21. 

Disclosures were made to the FCIU, DITC and the FIU in Jurisdiction 21. 

Indicators: 

 Comments about avoiding reporting obligations to overseas agencies 

 Reluctance to provide updated due diligence information 

 Appearing to deal only in cash which conceals any audit trails 
 
Further typologies can be found at www.Egmontgroup.org or www.FATF-GAFI.org or 
www.cfatf-gafic.org. 
 

http://www.egmontgroup.org/
http://www.fatf-gafi.org/
http://www.cfatf-gafic.org/

